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01 / WHO WE ARE

Security work that
moves you forward.
InfoSec Group is a cybersecurity consulting team based in Sofia, working with businesses and
public organisations across Europe.

We help you find weaknesses, prepare for audits and make security part of everyday work. Our
experience spans application security, cloud infrastructure, penetration testing and security
governance.

WHERE WE FIT

Fintech

Support for payment
platforms, sensitive data and
customer assurance.

SaaS

Application and API testing,
cloud reviews and enterprise
security requirements.

Startups

Clear priorities and practical
help as your product and
team grow.

WHAT WORKING WITH US FEELS LIKE

Clear from the start. We agree the scope, responsibilities, timeline and price before work begins.

Useful to your team. Findings come with context, priorities and practical next steps.

Support beyond the report. We help you work through the findings and plan the next improvements.

SELECTED CUSTOMERS

WiseBee.AI, D Bank, Weavr, Sprinque, Datamaran, Shkolo and Sofia Municipality are among the
organisations featured on our website.

https://infosecgroup.io/
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02 / FIND THE GAPS

Test what matters.
Understand how weaknesses in your applications and infrastructure could affect your business,
and what to fix first.

HOW WE HELP WHAT YOU GET

Applications and APIs. Web and mobile apps,
authentication, permissions and business logic.

Cloud and infrastructure. Cloud
configuration, networks, identity and exposed
systems.

Code and architecture. Secure code review
and focused security assessments.

Deeper assurance. Red-team and
social-engineering exercises where the scope
calls for them.

An agreed scope and testing rules, including
access, timing and communication.

Validated findings with evidence, impact and
remediation priorities.

A technical report for engineers and an
accessible summary for decision-makers.

A findings walkthrough, with remediation
support and retesting agreed in the scope.

A GOOD FIT WHEN

You are launching a product, making a major change, responding to a customer requirement or
checking your current exposure.

Engagement: Focused assessment or a recurring testing programme.

https://infosecgroup.io/
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03 / PREPARE WITH CONFIDENCE

Make audit preparation
manageable.
Turn security requirements into a clear plan, evidence your team can maintain and actions that
fit your business.

HOW WE HELP WHAT YOU GET

Readiness and gap reviews. Understand your
starting point and the work ahead.

Framework preparation. Support for ISO
27001, SOC 2, PCI DSS and other relevant
assurance requirements.

Regulatory readiness. Security programme
support for NIS2, DORA, GDPR and
sector-specific needs.

Implementation. Policies, risk management,
control ownership and evidence preparation.

A gap assessment and prioritised
implementation roadmap.

A risk register and practical policies aligned to
your agreed scope.

Control and evidence tracking, with clear
owners and next steps.

Readiness reviews and support through the
assessment process. Certification or attestation
is handled by the relevant independent body.

A GOOD FIT WHEN

An audit is approaching, customers need assurance or your team needs a structured way to meet its
security obligations.

Engagement: Readiness project, implementation support or an ongoing retainer.

https://infosecgroup.io/
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04 / KEEP SECURITY MOVING

More hands on
day-to-day security.
Extend your team with practical support for vulnerabilities, monitoring and incident readiness.

HOW WE HELP WHAT YOU GET

Managed security. Vulnerability management,
patch coordination and security-tool oversight.

Security operations. SIEM and SOAR
support, detection tuning and threat hunting.

Incident readiness. Response plans,
ransomware-readiness reviews and tabletop
exercises.

Response support. Incident triage,
investigation and recovery assistance within an
agreed service scope.

An operating plan with named responsibilities
and reporting cadence.

Prioritised vulnerability and remediation
tracking.

Practical playbooks for triage, escalation and
response.

Progress reporting that connects technical work
to business risk. Monitoring hours, response
times and escalation arrangements are agreed
explicitly.

A GOOD FIT WHEN

Security tasks are competing with product delivery, alerts need attention or your team needs additional
operational capacity.

Engagement: Ongoing retainer, targeted improvement project or incident-response arrangement.

https://infosecgroup.io/
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05 / BUILD CONFIDENCE

Give people skills
they can use.
Practical sessions for engineers and colleagues, shaped around their work and the decisions
they face.

HOW WE HELP WHAT YOU GET

Security training. Application security, secure
coding, cloud security and DevSecOps.

Threat modelling. Workshops that help teams
question designs before they ship.

Security awareness. Role-based sessions on
phishing, information handling and everyday
security.

Practice and rehearsal. Phishing simulations
and incident exercises with constructive
debriefs.

A curriculum tailored to your audience, systems
and learning goals.

Practical exercises, workshops and reusable
learning materials.

Knowledge checks and feedback to understand
what landed.

A follow-up plan for reinforcing the skills and
habits that need more attention.

A GOOD FIT WHEN

You want developers to prevent recurring issues, colleagues to recognise threats or leaders to practise
responding to an incident.

Engagement: Remote or in-person workshops, focused sessions or a recurring programme.

https://infosecgroup.io/
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06 / CHOOSE THE NEXT STEP

Clear direction
when decisions matter.
Bring experienced security judgement into your team, from a focused second opinion to
ongoing leadership.

HOW WE HELP WHAT YOU GET

vCISO. Fractional security leadership, priorities
and board-level reporting.

Security programme. Maturity reviews, risk
assessments and an achievable roadmap.

Advisory. Architecture, privacy, governance
and security-policy support.

Assurance conversations. Vendor
assessments, customer questionnaires and
security due diligence.

An agreed view of the risks and decisions that
need attention.

A security roadmap with owners, priorities and
realistic milestones.

Written recommendations your team can act on
and leadership can discuss.

Regular progress reviews and a documented
handover when responsibilities change.

A GOOD FIT WHEN

You need to answer a difficult security question, support growth or give security a clear owner without a
full-time leadership hire.

Engagement: Focused advisory project or an ongoing vCISO and programme retainer.

https://infosecgroup.io/
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07 / WORKING TOGETHER

A clear scope.
A useful outcome.
Start with the question you need answered. We agree the work together and keep you involved
through delivery.

01 Agree the plan
Objectives, systems, boundaries, access, responsibilities and reporting are agreed before work
starts.

02 Do the work
We combine hands-on review with appropriate tools. Testing follows agreed rules and uses relevant
guidance, including OWASP WSTG for web applications.

03 Explain the findings
We walk through the evidence, priorities and practical next steps with the people who will use them.

04 Help you move forward
We support remediation, review progress and verify fixes where retesting is included in the
engagement.

TEAM CERTIFICATIONS

Certifications held across our team span security fundamentals, cloud and practical penetration testing.

CompTIA Security+ eJPT AZ-900 BSCP eWPT SC-900 OSCP

https://infosecgroup.io/
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LET'S TALK

You don't need
a finished brief.
Tell us what is happening. We will help you work out where to start.

EMAIL

info@infosecgroup.io

PHONE

+359 876 830 388

WEBSITE

infosecgroup.io

BOOK A SHORT CALL

calendly.com/infosecgroup/30min

MESSAGING

WhatsApp  /  Viber
Use the phone number above on either app.

InfoSec Group Ltd.
Sofia, Bulgaria - working across Europe.

https://infosecgroup.io/
mailto:info@infosecgroup.io
tel:+359876830388
https://infosecgroup.io/
https://calendly.com/infosecgroup/30min
https://wa.me/359876830388
viber://chat?number=%2B359876830388

